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Abstract: Regarding the difficult key management and excessive communication overhead in the distributed group
networks, KMSBoB-Key management schemes based on blockchain was proposed, featuring key management and
transmitting procedure based on blockchain in distributed group networks. Meanwhile, the all-member mining pro-
cess of blockchain and the MTI/CO protocol process were combined to establish a protocol of dynamically generat-
ed session key, so as to streamline key management strategies in cross-heterogeneous autonomous domains. Ac-
cording to simulation testing and result analysis, KMSBoB is safe and effective, with less communication overhead
and higher expansibility than traditional key management schemes.
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g5 /NT HashTarget. 3ET AL 5 BENLHET 512
ATLLEAE SMN AR X Pk AT 55 28 % R ia
S, DAASIE IS TG BEAZ AR Rl R S 25 46 5, AT
N ARG E X P 5E il IR e . B3 1
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ID X ek M ARIRATT ID, A% Bases8 [& 4 {H 8
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Timestampyoy X ek AR, T H P R 4
BLC Version X Pk XIRBERRA S, AIH 1.0 4
ROOterie XHek 25 W 211 Merkle Root {i 32
BLC_Height X Pk X e B 4
Hash_Target X Hesk H prHE FEAE 8
Nonce X sk AR S IE WAL A BT K 8
BLC Payload X Hefh X P 5 3 —

Transactionye,

Transactionye,

Transactionnon,

Data_Payload

BLC Payload

BLC_Payload

BLC_Payload

Transaction
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IR T4 SMN Bk X e By 7

BiE 1 AT TAEEENIE R (TPoW,
improved proof of work)

BN APRUEXBCSKANISCE : BlockHead e,
{BLC_Version, Hashyye,, Timestampyow, HashTarget,
BLC Height, Trans=[null] }

TG X P KBS Trans=[null, null, ---,
null]

R 5 NP BB 718 PayloadSecret-

Datano1, PayloadSecretDatany,, -+, PayloadSecret-
Datayoy,
i Nonce {i: nouce; X% BLC Height
1) Start
2) ¥tk secretdatay, ; 9 AH N B 113
for i=[1, n]

Cipher =Enc{PayloadSecretDatao i} ysyn.-pess
Txnoi = Sig{Cipher + Destsyn}gsyn.se T+
10 {IDgy pest + Addresssy peg } + From{IDgyy g+

Addressgyp s} s

Txnot 5N DX BRAR B4 58, Trans=[Tanor,
TxNo2s "5 TXNon] 5

3) WA /R4S T AE gotAns=False;

4) while( NORgotAns) do

5) HeWAZ o5 [1n], LA S IRF arana =
randPerm(n) ;

6) MKHEAE G T Gyana V5 Merkle HRAH
Rootyeruie;

Nt EX YKL I 2422 {6 Hashyen, = BLC_
Version||Hashprev||RootMerkle|| Timestampnow!||
HashTarget|BLC Height,

8) EFEeHT ™ A X Ht Blockyew={ BlockHead e,
Trans };

9) WILHILTTZEEL nonce=0, IR I
{H result=0;

10) while(NOR gotAns& & AT NI Ath 45 i3k
5951 1{E)do;

11) result=doublehash(Hashie,,, || nonce);

12) nonce++;

13) if (result<HashTarget & BT MILA Y A
RAFH 1 1)

14) ¥ nonce—1 5 X\ Nonce {HI;

15) gotAns=True,

16) return (nonce—1, BLC Height);

17)  else if  Can G AR RORTGEE 1
(FI{ED

18) gotAns=True;

19) return (Null, Null);

20) end if

21) end while

22) end while

23)End

Bk 2 WIEXIAVENE (PLOF, proof the
legality of block)

HWIN A2 X Eek BlockHeadminea: X L4
# BLC Payload

Wi AW RAH isCorrect s 3BT X B BE
Blockchainpdate

ERIASL VU Blockchain,yeyious(Height—1)

1) Start

2) & BB ML 2% {5 nonce = getNonce
(BlockHead pineq);

3) FFUHE IR BLC Payload {HIM24%14
FIATE K Rooterae;

4) BIERLGAUF X Bk Hashyery = BLC_Version||
Hashpre||Rootvierie|| Timestampyow||[HashTarget|| BLC

_Height,
5) F§5€%%iﬁ?‘?% EF' : Inputverify: HaShveri| |
nonce;

6) B B Ay v AT O R A
doublehash (Inputyerigy);

7) if(result<HashTarget),

8)  isCorrect=TRUE;

9) KX e Block (BlockHeadmineq. BLC
Payload);

Blockchain,pgae(Height) = Blockchaingyeyious

(Height—1)+Block(BlockHeadyineq, BLC Payload);

10) else

11) isCorrect=FALSE;

12) end if

13) return (isCorrect, Blockchain,pqa. (Height));

14) End

BT HENE 2 AR S A M 2% R LA S A
[F) 1R DX SR Sk S, 22 7 Sk AN A 47 il 11
R . AR RO DX HR B e B v RS
DT, AR SMN B 53 e [R] 7K 48 A jle o 17 85 9 2
4 R o

result=
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WATH NI A G5 Address . BRINNZE A n A
SMN f# i, SMN Jik b ) 38 1 X Pt 247 Ba A
Bk, IF Ak SMN 57k 2 BAFIX
P Bl (&AM, RIS [R) 2D X e e i o A
TR P R ST e r AR T, Ak
SMN J& 5[] 25 W) s 85 A s, SMIND e 52 I
A2 BT R B UE T, AR SMNCHY RURT BAAG 21 58
RS S Ko b % H AR s R A
ORI

Initialize

Stepl: 4=f& SMN i/ Gy fl Gy o —Ffr
NFEL q WERIENGINEE, 2 e:G1xG —Ghg & Gy
(A T

Step2: 44K SMN Al I %4 A2 i 5 H A FA
BT

Round 1*

Stepl: {7 SMN; £ % Rand()—sis

Step2: 4% g";

Step3: VI m=Enc(g")psm;:

Step4:  Hashgy=Hash(m)Signaturesyn= Sig
(Hashsvn)sksmn;s

Step5: BRI infogy,={Signaturegy,
Hashgyp, M m}

Step6: — B [A] Y SMN; 45— B85 X B sk Fl
WG infogyy, FEA BT 788 IFATHIL 1K
X PR AT ML, W Dest=Address.j, Sre=
Address.i;

Step7: 4=/ SMN i G AR 4 F e 2] 1) X B
SLRHAT R 2, SRAKRIGUE D B g RN 25 K &
e, SRR DX IR

Step8: SMN; il & Positiongyy, = Enc
(Height)pisn;» Ri% KeyGenrationRequest (Position,
SMNp.s,Round 1%) % SMN ey

Round 2™
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